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Introduction

The Netherlands has now been dealing with the General 

Data Protection Regulation (GDPR)1 and the Dutch 

GPDR Implementation Act (Uitvoeringswet AVG)2 for 

more than two years.3 Since these rules came into force, 

much attention has been given to the obligations of 

organisations concerning the processing of personal data 

and to new enforcement powers of regulatory authorities. 

Businesses must take account of fines of as much as 

EUR 20 million, or 4 per cent of global turnover. At the 

start of 2020, the total value of fines issued in Europe since 

the GDPR entered into force stood at around EUR 114 

million. The Dutch regulator, the Data Protection Authority 

(Autoriteit Persoonsgegevens, the Dutch DPA), has also 

been active. Recent examples are a fine of EUR 725,000 

on an as of yet unknown company for the unlawful 

processing of fingerprints, and a fine of EUR 525,000 

on the Dutch tennis association, KNLTB, for selling 

personal data. 

During the past two years, besides regulatory enforcement 

we have increasingly been seeing private (i.e. civil) 

enforcement of data protection obligations as well. In the 

Netherlands, for example, damages have been awarded in 

a number of civil cases for the processing of personal data 

in breach of the GDPR. Although the individual amounts 

appear relatively small, varying between EUR 250 and 

EUR 500, this can have a significant financial impact on 

an organisation if a large group of individuals would be 

involved.

Another relevant development is that on 1 January 

2020 the Collective Damages in Class Actions Act (Wet 

afwikkeling massaschade in collectieve actie, WAMCA) 

entered into force, making it easier to bring damages 

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC.

2 Reference to the GDPR in this article shall also entail the (Dutch) Implementation Act of the GDPR, where applicable. 
3 Act of 16 May 2018 implementing Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC.
4 ‘Processing’ means any operation or set of operations performed upon personal data or sets of personal data, whether or not by automated means, such 

as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, restriction, erasure or destruction.

cases collectively through the Dutch courts. Unlike in 

the past, an interest organisation can now also claim 

monetary damages for its members through the WAMCA. 

The WAMCA comes into play as a tool for main damages 

cases in the area of data protection, even perhaps for 

international class main damages too.

We anticipate that in the near future interest organisations 

will focus on the enforcement of privacy issues and will 

test the possibilities of the Dutch class action. We base 

these expectations on experience in other areas of law 

and recent developments abroad. In competition law 

and employment law, for example, the number of private 

enforcement cases has taken off in recent decades, as 

market parties view the Netherlands, for example, as an 

attractive jurisdiction for the private enforcement of cartel 

claims under private law. In other countries, various class 

actions claiming damages for breaches of the GDPR have 

been brought or announced in recent years. 

In this Quoted we will bring you up to date on 

developments to do with the GDPR that may be relevant 

to your organisation, and we will discuss the private 

enforcement of the GDPR, including the potential rise in 

class actions on this subject in the coming years.

The key concepts of the GDPR – 
what was that again?

The GDPR is all about protecting the personal data 

of individuals, known as the data subjects. Personal 

data means any information relating to an identified or 

identifiable person (the data subject), directly or indirectly. 

The organisations that ‘process’4 such data can be 

qualified as (joint) ‘controller’ or ‘processor’. The controller 

is the natural or legal person that determines the means 
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and purposes of processing personal data, and the 

processor is the natural or legal person, public authority or 

other body which processes the personal data on behalf of 

the controller.5 The GDPR lays down how the controller or 

processor must organize the processing of personal data 

and the requirements that must be complied with in this 

regard, such as implementing proper policies and practice, 

maintaining a record of processing activities, complying 

with the transparency obligation to provide information 

to data subjects and safeguarding data subjects’ rights 

and facilitating the exercising of these rights by the data 

subjects. For more information on the GDPR, we refer to 

Quoted 118 on ‘Privacy compliance’.

Under Article 82 of the GDPR, any person6 who suffers 

material or immaterial damage from a breach of the GDPR 

has the right to compensation from the controller and 

the processor. This right exists alongside the possibility 

of enforcement and imposition of fines by the competent 

regulator. In other words: a breach under the GDPR may 

have consequences under both private and public law. 

Article 79(2) of the GDPR states that for such a claim for 

damages, the court in the member state where (i) the 

controller or the processor is established or (ii) where the 

data subject usually resides has jurisdiction.

The data subject does not need to exercise the right 

to submit a complaint or institute private enforcement 

proceedings individually. Article 80 of the GDPR, explicitly 

refers to the possibility that a non-profit organisation may, 

for example, submit a complaint to the regulatory authority 

or institute private enforcement proceedings (for damages) 

against the controller or processor on behalf of the data 

subjects, if applicable national law provides for this. Dutch 

law provides for such a possibility, as we will go on to 

explain hereafter.

Unlawfulness and damages 
in the event of a breach of 
the GDPR

What situations come to mind with such private 

enforcement proceedings? Dutch courts handed down 

a number of judgments in 2019 about the unlawful 

processing of personal data and the question whether 

5 For a full overview of the applicable legal definitions, see article 4 of the GDPR.
6 The right to compensation therefore accrues not only to the party concerned.
7 District Court of The Hague, 19 June 2019, ECLI:NL:RBDHA:2019:6145.
8 District Court of Overijssel, 6 June 2019, ECLI:NL:RBOVE:2019:1827.
9 District Court of Amsterdam, 2 September 2019, ECLI:NL:RBAMS:2019:6490.

this qualified as an unlawful act towards the data subject. 

In three cases the court awarded damages to the data 

subject for a breach of the GDPR and the GDPR. 

In the first case, a job applicant argued that Leiden 

University had acted in breach with the NVP selection 

code, because contrary to this code the University had 

requested references about the applicant without the 

applicant’s consent. Without such consent, the University 

had no grounds for processing the applicant’s references 

and personal data under the GDPR. The court judged 

in June 2019 that the University had therefore acted 

unlawfully towards the applicant.7 The court then referred 

the case to separate follow-up proceedings to establish 

the amount of the damages. 

In two other cases, the courts did indeed award damages 

straight away. In March 20198 the Municipality of Deventer 

was ordered to pay EUR 500 because it had provided 

another municipality with personal data of a citizen without 

any legal grounds to do so. According to the court, this 

resulted in the loss of control over the personal data, 

after which damages were awarded without any further 

explanation or substantiation.

Also in September 2019, the court judged that there has 

been a loss of control over personal data.9 In this case, 

the Employee Insurance Agency (UWV) had provided 

information about an earlier illness of the data subject to 

her new employer without having any grounds to do so. 

The court agreed with the argument that this was a breach 

of a fundamental right (which in itself justifies damages) but 

reduced the amount of damages to EUR 250. The court 

felt that although the employee had suffered genuine 

loss, the loss had not fully manifested itself because the 

employment contract was ultimately continued. 

The relative simplicity with which courts awarded damages 

in these cases due to a breach of the GDPR appears 

to have been nuanced recently by four judgments of 1 

April 2020 by the Administrative Jurisdiction Division of 

the Council of State, the highest administrative court in 

the land. 
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In three of these cases,10 personal data of citizens were 

published on the internet platform of the VNG Association 

of Netherlands Municipalities to prevent the abuse of 

requests under the Government Information (Public 

Access) Act (Wet openbaarheid van bestuur) (known as 

‘WOB-verzoeken’). The Division held that this was not a 

case of unlawful processing, since it was necessary to 

share the personal data of these data subjects to ensure 

that this Act was adhered to correctly and to prevent 

abuse thereof. This processing was lawful on the grounds 

of public interest and the exercise of official authority 

vested in the municipalities. In all three cases, the data 

subjects had submitted a request to access their data, 

but these requests had either not been met fully or on 

time, which is contrary to the GDPR, but according to the 

Division this was also insufficient to award damages to 

the data subjects. In the Division’s view, the data subjects 

had insufficiently substantiated their claims for immaterial 

damages according to the rules of Section 6:106 et seq. of 

the Dutch Civil Code (this provision of the law provides for 

immaterial damages). 

In the other case, the matter concerned the unlawful 

processing of special categories of personal data. 

Within the context of a complaint procedure against the 

data subject, the director of the Pieter Baan Centre had 

provided medical data of the data subject to the Regional 

Disciplinary Tribunal (Regionaal Tucht College) without 

the data subject’s knowledge and consent. Although the 

unlawfulness was acknowledged in the objection phase, 

the Division dismissed the claim for damages because 

the provision of the information was not intended to 

influence the Tribunal. The Division did however award 

modest damages of EUR 500, taking note of the fact 

that the Tribunal, in its investigation, had disregarded the 

information unlawfully provided. 

On the basis of these judgments, it is still too early to 

speak with any certainty of a fixed amount of damages 

for all cases in the event of a breach of the GDPR, or a 

well-defined way in which a data subject must substantiate 

the claim. In future cases, the amount of the damages 

will have to be substantiated or reasoned further, and 

this may lead to different amounts of damages being 

awarded. Nevertheless, these court decisions can be 

somewhat helpful. First, because the award of immaterial 

damages within the context of data protection is in itself 

new. Second, because a number of civil courts would 

appear to accept the right to immaterial damages on the 

10 ECLI:NL:RVS:2020:899, ECLI:NL:RVS:2020:900, ECLI:NL:RVS:2020:901. Cf. the judgments of the Administrative Jurisdiction Division of the Council of 
State (ABRvS), 28 April 2020, ECLI:NL:RBOBR:2020:2730, ECLI:NL:RBOBR:2020:2729 and ECLI:NL:RBOBR:2020:2437.

grounds of established unlawfulness of processing. If the 

loss of control over personal data immediately justifies 

compensating immaterial damages, large-scale data 

breaches, for example, could quickly lead to class actions 

and awards if it is established that the breach of the 

security in question can be blamed on the controller.

Combining claims and interests: 
a brief look at competition law 
and employment law

In what are known as scattered damages (cases where 

the damage per injured party is relatively small, but is 

substantial as a whole), there are obstacles for the data 

subjects to claim damages individually or in a small group. 

The damage per person concerned, for example, may 

be insufficiently material to justify the costs, time and 

negative energy of litigation. There may also be reasons 

why the data subjects do not wish to speak out individually 

against the controller (for example, if they are still in a legal 

relationship with the controller, such as their employer).

For such cases, combining claims and/or a collective 

representation of interests could be useful. In combining 

claims, a third party takes over these claims (via 

assignment) and then brings these claims ‘as a whole’ 

against the defendant (this is also known as the 

assignment model). In the collective representation 

of interests, an interest organisation will bring a ‘class 

action’ on the grounds of Section 3:305a of the Dutch 

Civil Code for the benefit of a defined group of interested 

parties. In the Netherlands, the assignment model and 

the class action are used in various areas of law, such as 

competition law and employment law.

In the case of competition infringements, (smaller) 

businesses and private individuals will find it difficult to 

obtain damages, partly because of the relatively high costs 

of bringing individual proceedings. On the other hand, 

cartel members usually have deeper pockets. As a result, 

it may not be a sufficiently attractive option for an injured 

party, even after the competent competition authority has 

established a breach, to claim damages. Moreover, until 

recently it was not possible in a class action to claim 

monetary damages. For such reasons, in cases of cartel 

damages, the combining of claims via the assignment 

model appears to be used (mainly). Examples are the 



6

Belgian organisation Cartel Damage Claims (CDC) and 

the Dutch organisations Omni Bridgeway and East West 

Debt, which are specialised in taking over claims of injured 

parties of (inter alia) competition infringements.

In employment law too, individual claims and interests are 

bundled as a solution to the objections about individual 

actions. Take, for example, the FNV Dutch Trade Union 

Confederation which made use of the class action under 

Section 3:305a of the Dutch Civil Code against Deliveroo 

on the legal relationship with the meal deliverers.11 We will 

discuss the possibility of representing interests via a class 

action below.

Class actions in other member 
states due to breach of 
the GDPR

As said, Article 80 of the GDPR explicitly gives a non-profit 

organisation the opportunity to submit a complaint to the 

regulatory authority or to institute private proceedings for 

damages against the controller or processor on behalf 

of data subjects. Several class actions have already 

been brought outside the Netherlands. For example, 

in mid-2018 the Belgian consumer association Test 

Aankoop, together with their Italian, Portuguese and 

Spanish peers, brought a class action against Facebook. 

The organisations demanded at least EUR 200 in damages 

per Facebook user for the unlawful use of personal data. 

In 2018 the British Court of Appeal allowed a class action 

against the Morrisons supermarket chain (under English 

procedural law, ‘approval’ is required for an appeal) on 

behalf of 5,000 current and former employees whose 

personal data had been leaked by a dissatisfied colleague 

in an unlawful publication.12 The Court held that it was 

Morrisons’ obligation as an employer to take proper 

11 District Court of Amsterdam, 15 January 2019, ECLI:NL:RBAMS:2019:198. More recently the District Court passed judgment in similar 
proceedings brought by the FNV Dutch Trade Union Confederation against the Helpling platform, see District Court of Amsterdam, 1 July 2019, 
ECLI:NL:RBAMS:2019:4546.

12 See the ruling of the British Court of Appeal of 9 and 10 October 2018 via https://www.bailii.org/ew/cases/EWCA/Civ/2018/2339.html.
13 The further developments in this case can be followed via the website of the British Supreme Court: https://www.supremecourt.uk/cases/uksc-2018-

0213.html.
14 See the ruling of the British Court of Appeal of 2 October 2019 via https://www.judiciary.uk/wp-content/uploads/2019/10/Google.finaldraftjudgment.

approved-2-10-19.pdf.
15 See the article of 8 July 2019 on the website of the ICO via https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/ico-announces-

intention-to-fine-british-airways/.
16 For the authority to impose fines, see Article 83 of the GDPR and the Guidelines WP 253, Guidelines on the application and setting of administrative fines 

for the purposes of the Regulation, adopted by the European Data Protection Board (EDPB).
17 In full: Commission nationale de l’informatique et des libertés. 
18 The decision on the fine is published in English on the CNIL website via https://www.cnil.fr/sites/default/files/atoms/files/san-2019-001.pdf.
19 Article in full on the website of UFC Que Choiser, via https://www.quechoisir.org/decryptage-action-de-groupe-contre-google-vos-questions-nos-

reponses-n68427/#suis-je-concerne.

security measures to prevent unauthorised circulation 

of personal data. The Court held Morrisons liable for the 

damage this caused. This case is now before the British 

Supreme Court.13

In October 2019 the British Court of Appeal ruled that the 

Lloyd vs. Google case may also be continued.14 This case 

is a representative action against Google that concerns the 

alleged (unlawful) tracking of iPhone users and the use of 

these data for behavioural advertising.

In addition, in October 2019 the Supreme Court approved 

a class action against British Airways. This case involved a 

data breach from 2018, as a result of which the personal 

data of around 500,000 customers were leaked.15 In mid-

2019 the British regulator, ICO, announced its intention to 

impose a fine of 200 million euro (1.5% of the worldwide 

annual turnover).16 On the basis of the ruling of the British 

Supreme Court, the estimated 500,000 injured parties can 

join the class action until 17 January 2021. British lawyers 

estimate that the civil damages per person will range from 

GBP 2,000 to 16,000, which could mean a total of GBP 1 

to 8 billion in damages. 

In France, the French consumer group UFC Que Choisir 

brought a class action in June 2019 against Google 

Ireland and Google LLC for alleged breaches of the GDPR. 

Briefly, these were said to consist of the unlawful collection 

and processing of personal data. This action appears 

to have been initiated after Google was ordered by the 

French regulator, the CNIL,17 to pay a fine of EUR 50 million 

for competition infringements and a breach of the GDPR.18 

In this case, the UFC Que Choisir is demanding damages 

of EUR 1,000 per injured party. UFC Que Choisir claims 

to represent the users of almost 87 per cent of the mobile 

phones currently in circulation.19 Injured parties can join the 

https://www.bailii.org/ew/cases/EWCA/Civ/2018/2339.html
https://www.supremecourt.uk/cases/uksc-2018-0213.html
https://www.supremecourt.uk/cases/uksc-2018-0213.html
https://www.judiciary.uk/wp-content/uploads/2019/10/Google.finaldraftjudgment.approved-2-10-19.pdf
https://www.judiciary.uk/wp-content/uploads/2019/10/Google.finaldraftjudgment.approved-2-10-19.pdf
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/ico-announces-intention-to-fine-british-airways/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/ico-announces-intention-to-fine-british-airways/
https://www.cnil.fr/sites/default/files/atoms/files/san-2019-001.pdf
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action free of charge. The precise number of individuals 

who have joined the action is not known at present. 

What are the possibilities of a 
class action in the Netherlands? 

The Netherlands has been at the forefront of class 

actions in Europe for many years. Since the 1990s, in the 

Netherlands, an interest organisation can under Section 

3:305a of the Dutch Civil Code request a declaratory 

decision in a class action – not monetary damages, but 

a determination of a legal relationship by the court – for 

the benefit of class members as defined in its articles of 

association. A declaratory decision – and the support this 

offers parties in individual follow-up proceedings – could 

result in pressure on the defendant to reach a settlement 

with (organisations acting for the benefit of) the injured 

parties. Since 2005, at the request of parties the court 

can declare a collective settlement between an interest 

organisation and a defendant to be generally binding 

on the entire class (who do not all need to have joined 

the class action) by means of the Collective Settlement 

of Mass Damages Act (Wet collectieve afwikkeling 

massaschade, WCAM). This gives the defendant finality 

(i.e. certainty that (other) injured parties cannot also 

conduct individual proceedings) and is an incentive to offer 

a settlement arrangement. Over the past fifteen years, 

this has led to several rulings of the Amsterdam Court 

of Appeal with regard to declaring collective settlements 

binding (among other things relating to the drop falls in the 

Fortis/Ageas share price in 2007-2008, Shell’s publications 

on oil and gas reserves in 1999-2004 and the side-effects 

of the DES drug in the previous century).

The criticism of these existing options for class actions 

under Dutch law was that there was no incentive to force 

the defendant to negotiate (at an early stage), for example 

due to the prospect of a court order for damages.20 

Since the entry into force of the WAMCA (to repeat: the 

Collective Damages in Class Actions Act (Wet afwikkeling 

massaschade)) on 1 January 2020, a collective claim for 

monetary damages is possible. The WAMCA aims on the 

one hand to strengthen the negotiating position of the 

20 Parliamentary Papers II 2016/17, 34 608, no. 3, p. 3.
21 Parliamentary Papers II 2016/17, 34 608, no. 3, p. 46-47.
22 The purpose of this rule is to prevent the introduction of the WAMCA from having a pulling effect on cases involving foreign injured parties who are not 

aware of, and do not feel the need for, the class action (for damages) instituted in the Netherlands (Parliamentary Papers II 2017/18, 34 608, no. 6, p. 4).
23 ECLI:NL:RBOBB:2016:3892 The defendant, VerzuimReductie (later changed to Precent) checked the sickness absence of employees for companies. 

The court case concerned an alleged breach of Articles 8 and 16 of the Personal Data Protection Act (Wet bescherming persoonsgegevens, Wbp) after 
the CBP had concluded in 2012 that the case managers of VerzuimReductie had processed personal medical details that went further than necessary, 
without grounds for doing so. 

injured parties by making it possible to claim monetary 

damages, and on the other hand to leave scope for a 

‘voluntary’ collective settlement (the WCAM proceedings 

continue to exist alongside (and in) the WAMCA).

There is now a single regime for class actions, regardless 

of whether the interest organisation claims monetary 

damages and regardless of the jurisdiction. This makes 

the Netherlands the first country in Europe where it is 

possible to claim monetary damages in a class action 

in any jurisdiction, and therefore attractive to interest 

organisations. In principle, the decision in a class action 

is binding on all persons within the class residing in the 

Netherlands, with the exception of those who choose 

to ‘opt out’: individuals are given the opportunity to 

indicate that they do not wish to be bound by the class 

action.21 Persons in the group who do not live or reside 

in the Netherlands are, in principle, subject to an opt-in 

arrangement: at an early stage of the proceedings, they 

can voluntarily declare that they agree to their interests 

being represented in the class action.22 If these persons 

outside the Netherlands do not do so, they will not (longer) 

be able to participate in the class action, but will retain 

the right to (try to) bring an individual claim. An interest 

organisation only has standing to bring a class action 

if it sufficiently safeguards the interests it represents 

(the safeguarding requirement), including those in the 

areas of governance, funding and representativeness. 

The representativeness of an interest organisation may 

be lacking, for example, if an insufficient number of 

injured parties have actually joined the class action. 

Another important point of view for the safeguarding 

requirement is the question whether the organisation 

complies with the principles of the Claim Code. In 2016, 

both aspects were (inter alia) reason why the District Court 

of Oost-Brabant declared that an interest organisation, 

Stichting Privacy Claim, had no standing in its claims for a 

declaratory decision (under the old class action legislation) 

against VerzuimReductie.23 

The WAMCA also introduces a system for streamlining 

various class actions (in the event that several interest 

organisations want to bring a class action) by designating 
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an exclusive representative. The interest organisation has 

to register the action in a central register within two days 

of issuing the class action. If several interest organisations 

apply, the court will designate an exclusive representative, 

who will represent the interests of all parties within the 

class. The (other) interest organisations will however 

remain party in the proceedings. The injured parties who 

have exercised their right to ‘opt out’ may not bring any 

other class action relating to the same event. Incidentally, 

individual proceedings between the injured parties and the 

alleged party responsible for the damage are still possible, 

but the court may suspend these proceedings at the 

request of either party during the class action. In addition, 

the class action must have a sufficiently close connection 

to the Dutch jurisdiction (in parliamentary history referred to 

as the ‘scope rule’, which we will explain briefly below). 

Since the WAMCA entered into force on 1 January 2020, 

no class actions have been registered in the Netherlands 

that (mainly) concern a breach of the GDPR.

A number of points to consider 
with class actions in the 
Netherlands

The question is what the coming years will bring with 

respect to class actions in the Netherlands, with (inter 

alia) the GDPR as subject. Various legal aspects and 

requirements still need to develop over time.

For example, the Dutch courts will need to have 

international jurisdiction to deal with the class action. 

Under Article 79 of the GDPR, proceedings can be brought 

before a court in the place where the data subject normally 

resides or where the controller or processor is established. 

It is unclear whether that establishment must actually 

be involved in the relevant activities of the controller, 

or whether any affiliated entity also qualifies as an 

‘establishment’. The latter is unlikely in view of the system 

of the GDPR.24 One could therefore argue that there 

24 The leading opinion on the scope of application of the GDPR of the European Data Protection Board, Article 3 of the GDPR and recitals 22 to 25 of 
the GDPR show that the effective and actual exercise of activities in which personal data are processed should be assessed in the case of a business 
establishment. The legal form and interrelationship are not relevant here, nor is the place where personal data are actually processed. It is self-evident that 
the interpretation of Article 79(2) should be consistent with this. This implies, inter alia, that if a controller established in the EU actually processes personal 
data in the course of its activities at a location other than the place of establishment (e.g. by storing the data on servers outside the EU or by outsourcing 
the processing to a subsidiary at another location), those processing operations would (nevertheless) also fall within the scope of the GDPR. 

25 Parliamentary history (Parliamentary Papers II 2016/17, 34 608, no. 3, p. 22-25) addresses that a number of advisory committees pointed out the 
undesirability of formulating the scope rule as a rule of international jurisdiction. Case law of the European Court of Justice and the Dutch Supreme Court 
demonstrates the importance of a proper functioning of the rules (under international private law) concerning jurisdiction, and that national law cannot set 
aside international law.

must be an actual connection between the processing 

of personal data and the addressed establishment. The 

subject of jurisdiction is also in motion in a more general 

sense. The European Court of Justice of will shortly be 

answering questions of interpretation from the Dutch 

Supreme Court in a class action brought by the VEB (an 

association of stockholders) against BP on international 

jurisdiction in the case of material losses. This is a class 

action due to misleading statements in relation to the Deep 

Horizon oil disaster in the Gulf of Mexico in April 2010. 

The questions of interpretation relate, inter alia, to the 

special circumstances that are required for jurisdiction also 

where it concerns a class action.

Furthermore, more clarity is expected to be provided in 

the coming years on the application of the ‘scope rule’ 

as referred to above in the context of the admissibility 

of an interest organisation. This requirement is met if 

(i) the majority of the interested parties normally resides 

in the Netherlands, (ii) the defendant is domiciled in the 

Netherlands and additional circumstances point to the 

Dutch jurisdiction or (iii) the events to which the legal action 

relate took place in the Netherlands. 

It follows from the above that the court may have to deal 

with conflicting rules in the case of a class action in relation 

to the GDPR. Think, for example, of the situation where 

the Dutch Court has international jurisdiction under Article 

79 of the GDPR, but strictly speaking has to declare 

that an interest organisation has no standing due to the 

scope rule. The GDPR, as a European regulation, takes 

precedence over national law and should therefore take 

precedence over the Dutch scope rule.25

Another aspect is the causality between the unlawful 

processing and the damage suffered. With the introduction 

of the WAMCA, the legislator wanted to deal with 

individual questions such as causality, the amount of 

damages, prescription (statute of limitation) and own fault 

by leaving scope for the courts, in the case of a class 
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action for damages, to estimate the damage with the 

use of categories (damages scheduling).26 At present, 

it is unclear on the basis of which considerations or 

reasonings the courts in the above-mentioned cases 

have awarded immaterial damages of EUR 500 or have 

moderated them to an amount of EUR 250. In the civil 

cases, merely establishing unlawful processing seemed to 

justify, at least in part, the claimed damages of EUR 500. 

However, it appears from the Administrative Jurisdiction 

Division of the Council of State’s judgments that the 

damage suffered requires further substantiation. It is 

quite conceivable that one cannot assume the same 

damage for every type of breach. A data breach where, 

for example, names and addresses are released has less 

far-reaching consequences than a data breach in which 

credit card details in combination with the name of the 

data subject become public knowledge. In addition, the 

distinction between special27 and ‘normal’ personal data 

will not necessarily be an indication of the seriousness of 

the data breach. For example, genetic information that is 

qualified as special personal data in the GDPR is highly 

unlikely to be usable by third parties without any other 

identifier, compared, for example, to a combination of a 

credit card number, name and address. It is also doubtful 

whether the individual claims can in practice be considered 

as sufficiently similar to be brought in a class action. The 

damage may vary from case to case, depending on the 

type of misuse.

In other words: breaches of the GDPR can result in a wide 

variety of claims. The question is whether these cases 

always lend themselves to being categorised as referred 

to in the WAMCA, and therefore whether the damage 

suffered by the injured parties as a result of a single large-

scale incident, such as a data breach, can be brought 

together in a class action. 

Moreover, setting up a class action for damages is a 

complex and costly process in practice. An interest 

organisation is often reliant on third-party litigation 

funding, which in exchange for providing finance will 

expect part of the proceeds. This phenomenon can 

widen access to the law, but funding options that are too 

26 Parliamentary Papers II 2016/17, 34 608, no. 3, p. 52. The individual injured parties will therefore still have to demonstrate in later discussions/
proceedings that they belong to a category of injured parties to be determined in the class claim settlement; Parliamentary Papers II 2016/17, 34 608, 
no. 3, p. 7.

27 Special personal data, also referred to as ‘sensitive’ personal data, concerns race, ethnic origin, political views, religious or ideological convictions, 
membership of trade unions, health, sexual behaviour or sexual orientation and biometric data (with a view to the unique identification of the individual). 

28 Parliamentary Papers II 2016/17, 34 608, no. 3, p. 11.
29 See article on the Dutch Consumers’ Association website https://www.consumentenbond.nl/internet-privacy/schimmige-handel-in-data-uit-apps.
30 See article on the Dutch Consumers’ Association website https://www.consumentenbond.nl/internet-privacy/handsfree-appen-niet-goed-voor-je-privacy.

widely available can also have negative consequences, 

such as excessive litigation and the possibility that the 

injured parties themselves benefit insufficiently from the 

results of class actions for damages. 28 In that context, the 

legislator deems important a sound funding structure: in 

order to provide the courts with a handle to gain an idea 

of the resources of an interest organisation, the interest 

organisation must have sufficient resources to conduct 

the proceedings. 

Recommendations

Partly in view of the points of consideration outlined in the 

previous paragraph, we cannot draw the conclusion (yet) 

that recent developments in Dutch law regarding class 

actions will mean that your organisation runs the risk in 

the Netherlands (more than in other countries) of private 

enforcement immediately relating to breaches under the 

GDPR. However, we make the following recommendations 

to manage this risk.

To award damages for a breach of the GDPR, an actual 

breach of one of the standards or provisions under the 

GDPR is required. For example, not every data breach 

can be regarded as an unlawful act or omission of the 

organisation affected. In the case of a data breach, it is a 

question of whether the organisation has taken adequate 

and sufficient technical and organisational measures to 

prevent data breaches, and whether it has complied with 

its statutory notification and other obligations regarding 

the data breach. It is therefore recommended that your 

organisation takes adequate and sufficient measures, both 

before and after any data breach. 

At the end of 2019 the Dutch DPA formulated three 

focus areas in its report ‘Focus AP 2020-2023’: (i) data 

trading, (ii) digital government and (iii) artificial intelligence. 

These focus areas have now attracted the attention of 

other market parties. For example, the Dutch Consumer 

Association warned earlier this year about ‘the shadowy 

trade in data from apps’29 and ‘apps via Google Assistant 

not without privacy concerns’.30 In both cases, personal 

data are used for purposes other than those that the app 

https://www.consumentenbond.nl/internet-privacy/schimmige-handel-in-data-uit-apps
https://www.consumentenbond.nl/internet-privacy/handsfree-appen-niet-goed-voor-je-privacy
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user may expect. The spotlight is also on the phenomenon 

of behavioural advertising and on parties active in 

the ad-tech sector, the key question being whether 

the processing of and trade in personal data for such 

purposes is in conflict with the GDPR. If your organisation 

is active or involved in these areas, we advise that you 

keep a close eye on these areas internally.

The other side of the coin is that it can be relatively simple 

for interest organisations to respond to developments 

and potential regulatory enforcement, because the media 

makes much of both data breaches and developments 

in the ad-tech sector. Take, for example, a foundation 

such as Bits of Freedom, which had already submitted an 

enforcement request31 on 20 May 2019 to the Dutch DPA 

and other European regulators regarding alleged unlawful 

processing of personal data by Google and Interactive 

Advertising Bureau Nederland in their real-time bidding 

processes, which are used for behavioural advertising 

purposes. The Dutch DPA’s response to this request is not 

yet known, but it cannot be ruled out that Bits of Freedom 

will subsequently try to bring together supporters for a 

class action. In terms of case-building, it may also be 

attractive for special interest organisations, for example, 

to seek alignment with the focus areas identified by the 

Dutch DPA, since the Dutch DPA can be expected to take 

enforcement action or carry out investigations in these 

areas, and the reports and data relating to them will, in 

principle, be or become public. Such information can again 

be used to a large extent by an interest organisation to file 

its own claim.

Conclusion

Much is happening in the area of private enforcement for 

breaches of the GDPR. Over the past decades we have 

already seen how main damages cases in the Netherlands 

are settled collectively or combined in other areas of law. 

With the introduction of the WAMCA, Dutch class action 

law has been expanded further. The possibilities and 

impossibilities of class actions for breaches of the GDPR 

are expected to become clearer in the coming years.

31 https://www.bitsoffreedom.nl/2019/05/20/stop-massaal-weglekken-persoonsgegevens-bij-online-advertentiehandel/

https://www.bitsoffreedom.nl/2019/05/20/stop-massaal-weglekken-persoonsgegevens-bij-online-advertentiehandel/
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